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FOREWORD FROM THE ADVISOR

Dear Colleagues;

-Membe
“and terrarism.

WHUURULVP WUDI¢F

,Q DGGLWLRQ LQ RUGHU WR PHHW
against transnational crime ifithe globalization era,
effortbe carried out by Natiorgf]-’olice of ASEANAPOL
OHPEHU &RXQWULHV DORQH LV QRW
to attract external actors to support our activities

based on our guidelines, regulations and framew®rk

of ASEANAPOL that had been_put~in place. The
Secretariat therefore are exploring possibility to
strengthen partnership’ with _Pialogue Partners
and Observers, in order to rai the unique roje o
ASEA ‘

crimeyin this region are also
LQ SDUWLFXOD

/X HV

With my great honor | am dellghted tgf/;resent
the annual ASEANAPOL Bulletin for 2018 as the
Executive Director of ASEANAPOL Secre‘tanat forthe
term 2018-2019. My important mandate is to overse:
how as the Secretariat for ASEANAPO.I_ca.n_h.ea
facilitates effective services and support to Memb
Countries in today evelving security landscape.
-

As all of us observed that this region is facing the
threats and challenges of transnational crimes and
terrorism which continue to raise serious concern
globally. In this regard, there is the need that
ASEANAPOL Member Countries have to continue
sharing of information and best practices towards
a safer global security landscape so as to keep
this region safe which is our theme for this bulletin
edition 2018. Starting with the leverage of Electronic
ASEANAPOL Database System or e-ADS 2.0, with
full context of resolutions under Joint communique of
ASEANAPOL Conference, a comprehensive review
of the functions and roles to play in supporting police
professional cooperation of Member Countries,
Secretariat will continue to urgently nurture and

card frau c bercrime, fr \
Z _and transnatl al fraud. .These hav
threat to stabilit

nauf'fcommerual crime, b
card fraud

As the Secretarlat weliKeNto reiterate that the
achievement in+ dealing Wlth‘\gnsnational crime
and-terrorism would not have beefd possible to keep
this region safe without sharing of information and
best practices toward the threats and challenges of
transnational crime. This,is an important direction
and requires major effort"of ASEANAPOL Member
Countries sonhat we all can move forward with
FRQ{GHQW WR NHHS WKLV UHJLRQ

k«

POL. COL. KENECHANH PHOMMACHACK
Executive Director

QRXULVK WKLV RUJDQL]DWLRQ W RSARANXROL\SKCréthristK YLWDOL W\




FOREWORD FROM THE EDITOR-IN-CHIEF

» To conduct a comprehensive and integrative
study concerning the resolutions agreed in the
ASEANAPOL Joint Communiqués;

 To establish a mechanism with responsibility
to monitor and follow up the implementation of
resolutions in the Joint Communiqués; and

e To transform the resolutions adopted in the Joint
Communiqués into ASEANAPOL Plan of Action
and its work programme.

In this year 2018 edition of the ASEANAPOL bulletin,
Secretariat had alludes to the theme of “Sharing
of Informati@mm and Best Practices towards a

obal Security Landscape” . Itis to remind
sveryone of us the importance of information sharing
and likewise sharing of best practices so as to keep
the the region safe.

The articles in the bulletin compiled basically shares

Dear Readers, ivitié&hamong the ASEANAPOL and with
_ its Observers & Dialogue Partners. It also covers
EANAPOL has come a long way and this year aetivites by the Secretariat and visits by various

i 2018, it will be the 38" year of friendships amongst  entities that are keen to join with ASEANAPOL.
““the 10 ASEAN.-Member Countries.

—f o Secretariat hopes to be able to continue its mandate
s a re-cap, the objectives of ASEANAPOL i, harmonising the coordination and communication

&

establishment aret,_, v 4 mechanisms among ASEAN Member Countries in
* Toenhance the policing professionalism amongst 4y forward and also to keep the ASEANAPOL name
Member Countries; ~_ high in the international arena.
« To forge a stronger regienal cooperation in
policing among Member Countries; and In_conclusion, | would like to express my utmost

© To promote lasting friendship amongst police gratitude to all who had contributed the articles
RI¢FHUV RI' OHPEHU &RXQWULHYh| the Secretariat staff for their hard work in the

- ) ) ] successful publication of this 8" edition.
With the everchanging security landscape in today’s

environment, we cannot deny the facts that there Hope you enjoy the reading.
are still the need for the continuous effort among all

ASEAN Member Countries to work closely with one

another in order to keep the region safe as well as in

the international arena.

As the Secretariat for ASEANAPOL, we are committed &

to the manadate that had been set out to us:

* To harmonise and standardise coordination and SUPT. JIM WEE
communication mechanisms amongst ASEAN Director for Police Services
police institutions; ASEANAPOL Secretariat




CEREMONY FOR HANDING AND TAKING OVER DUT
IN CONJUNCTION WITH THE OPENING OF NEW AS

"~ Contributed by ASEANAPOL Secretariat

12 January 2018 marks another momentous
event in the history of the ASEANAPOL Secretariat.
On the auspicious day, the Honourable Inspector-
General of Police Tan Sgi Dato’ Sri Mohamad Fuzi bin
Harun, the Inspector-Géneral of Police of the Royal
Malaysia Police, who currently is the Host of the
permanent ASEANAPDL Secretariat, had graciously &
RI¢FLDWHG KH QHZ $6($1$32/ 6§

located at Level 13, Tower 2 of the Bank Rakyat Twif
Towely Jalan Rakyat, Kuala Lumpur. Together with hifi
were fthe Honourable Commissioner Police Hoo
Wee fTeck, Commissionér Police of the Singapofe
Policé Force, current Chair of ASEANAPOL and tl
Honaurable Commission‘! of Police | .t Paduka
Seri Hj. Mohd Jammy bin Hj. Muhd Shah
the Commissioner Police of the Royal Bru
Force, Vice-Chair S APOL :

;3 Hz 21¢FH LV D PDMRU DGGLWLRQI
pwards the successful attainment of the Secretariat’s
andate. &

s development provides for the Secretariat to be
2N as a ity of its own and the newly appointed

V

- TH

']

Police Headqua

WR WKH Q,’ j

very timely and was
indeed a milestone
for ASEANAPOL.
Members of
ASEANAPOL are |
| always' appreciative

to the Hongurable * {
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TIES OF THE ASEANAPOL SECRETARIAT DIRECTORS
SEANAPOL SECRETARIAT OFFICE, KUALA LUMPUR

Directors and the Secretariat's Administrative and together with him were nspector General of
THFEFKQLFDO 6WDII ZRXOG GH¢ QLWRdloa d HheD Rogdl Wdley/si Rolice U Mékodrable
oll: aborative work with ASEANAPOL Tan Sri Dato’ Sri Mohamad Fuzi bin Harun, Host for
‘ - es, Dialogue Partners and Observers, the permanent ASEANAPOL Secretariat together
ftlng Secretarlat to greater height. with the Honourable Commissioher of Police Dato
Paduka Seri Hj. Mohd Jammy bin Hj. MuhdiShah Al
the Royal Brunei

L Islam, the Commis%oner Police ¢

m | conjunction with the Opening of new ASEANA

4 .,H;BHFUHWDULDW RI¢FH ZDV

.. ~~-Handing and Taking over Duties
*'t‘,. Secretariat’s Directors.

Commissioner Police Hoong Wi

r Apmrce in his capacity as

POL witnessed the al

Colonel Kenechanh Phomma

Police Force as the Executive Director an

Superintendent Jim Wee fro ingapor
Force as the Director for Poli vices.

K HPolicei kbt ® RiC2A\ChaiRd) ASH/

Yohanes Agus Mulyono and out-going Director
for Police Services Pol. Senior. Superintendent
Ferdinand RP Bartolome for their commitment and
excesl"ent service rendered throughout their tenure at
the Secretariat. V\*e wish them good luck and more
uccés ul gareer upon thgir return tastheir respective

Dolice Torce

g

" L]
B g o CEEE) LT
- LAUNCHING OF ASEANAPOL SECRETARIAT'S NEW. OFFICE

- & "
THE CEREMONY FOR THE HANDING - TAKING OVER DUTIES OF
THE EXECUTIVE DIRECTOR AND DIRECTOR FOR POLICE SE R\"Il" ES
ASEANAPOL SECRETARIAT

BANK RAKYAT TWIN TOWER, KUALA LUMPUR
12 JANUARY 2008
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SHARING OF INFORMATION AND BEST PRACTICES TOWARDS
A SAFER GLOBAL SECURITY LANDSCAPE

Contributed by ASEANAPOL Secretariat

ACCESS GRANTED!
MR K 5’ & NMUGAM
AFFAIRS

MINISTER F. = AOME
AND **

7KH VHFXULW)\

have always and are still continuing to evolve and
change.

Countries’ defence and respective security
organisations, be it national or the private entities
will face more complex situation in years to come.
Criminals themselves have also evolved with the
changes in security landscape and they become
more sophisticated in their method of operations with
all means to outsmart the authorities.

It is thus very important that from the policing
perspective that we need to continue in developing
a safer security landscape not just to the region but
also globally.

At ASEANAPOL level, sharing of information and
best practices the region had been on-going ever
since 1991 where during the 11" ASEAN Chiefs of
Police (ASEANAPOL) Conference then the National
Police chiefs had already vision the need to exchange
of criminal information among the ASEAN countries
thus it had(t
ASEANAPO

continues to remains as an important key factor in

LR LORAY

-0 o

O D GeWeald SSeckgtariat looks forward to put in a more active role

in the next phase of e-ADS 2.0 development, it is
also in the process of getting ASEANAPOL Member
Countries’ support in its management and ownership
of the e-ADS from Singapore Police Force, which
would include the migration of the e-ADS system from
Singapore to Kuala Lumpur since the Secretariat

RI¢FH LV EDVHG LQ .XDOD /XPSXU

ASEANAPOL Secretariat looks forward to further
getting the mandate from ASEANAPOL member
countries in taking over the management and
ownership of e-ADS 2.0, as it would want to move on
in its active role to develop the phase 2 of e-ADS 2.0.
In fact, the Secretariat is already working towards
its vision to model the e-ADS 2.0 to the Europol
Information System and integrating with INTERPOL
databases while maintaining the ASEANAPOL
database uniqueness that which was mooted in 1991.

The Secretariat looks forward to develop e-ADS 2.0
into a platform whereby good information sharing
can be made among the ASEAN countries such as
: ﬁ FexipyS)crimes within

I Q d

.&l :

; It also hopes

WASEANAPOL

i
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STRENGTHENING THE SHARING OF INFORMATION
AND BEST PRACTICES IN COUNTERING TERRORISM

Contributed by Counter-Terrorism Committee Executive Directorate (CTED)

TKH 8QLWHG 1DWLR
&RPPLWWHH ([HFX

& 7 (' has a mandate to monitor and promote
Member States’ implementation of relevant Security
Council resolutions on terrorism.

As frequently reiterated by the Security Council,
international and regional cooperation are essential
in countering terrorism. Cooperation is all the more
essential in a global security context marked by,
inter alia, the evolution in the tactics employed by
the Islamic State in Irag and the Levant (ISIL, also
known as Da’esh). Following ISIL's loss of territory
in Iraq and the Syrian Arab Republic, many of the
IRUHLJQ WHUURULVW ¢(JKWHUV

V & R ReQUWWY HQUNCH HebdIULiGR 12323/ 2016) requires
LY H Stateg td HriraneRhangd WWelH cooperation and to

downgrade intelligence for use by law enforcement
agencies. Regional law enforcement cooperation
bodies such as ASEANAPOL provide excellent
platforms for cooperation within the framework
of information-sharing, regional analysis, and joint
operations. Since CTED and the ASEANAPOL
Secretariat initiated their cooperation, in June 2011,
CTED has completed a four-year initiative aimed at
establishing a regional operations centre within the
ASEANAPOL Secretariat. The initiative included
two workshops on international joint investigations,
held in 2012 and 2013, respectively, as well as an

Ypgervatpr risily 9 DtyeH Sootheast Werropg Kliaw

FRQALFW JRQHV WR ¢JKW RQ ,6 Fnfercemark enterk(BEEC)E fagiitated in 2015

returning to their countries of origin or relocating to
other countries and regions, often accompanied by
family members.

This phenomenon represents a major security risk
and concern to all States and regions of the world.
Around 500 FTFs are believed to have returned to
South-East Asia, and that number is expected to
increase. Member States’ primary concern is that

)7) UHWXUQHHYVY DQG UHORFDWRUV ZLOO DWWHPSW WR LQ
&7(' LV DZDUH WKDW $6($1$32/ KDV PI

the communities into which they return, whether to
radicalize members of the community or to establish
new cells. The potential risks to the region have been
amply demonstrated by a number of ISIL-inspired
incidents, such as the Marawi Siege and the suicide
bombings carried out in Jakarta and Surabaya.

Because FTFs tend to use broken travel routes,
rather than travel directly, there is an urgent need for
countries of origin, transit, and destination (as well
as neighbouring States) to exchange information in a
timely and systematic manner.

for the ASEANAPOL Secretariat and ASEANAPOL
Contact Persons. Participants in the initiative
conducted a comparative study of the regional
cooperation mechanisms of the European Union
Agency for Law Enforcement Cooperation (Europol),
the Judicial Cooperation Unit of the European Union
(EUROJUST) and SELEC, and concluded that
ASEANAPOL could successfully adapt the SELEC
model to the South-East Asian context.

progress towards strengthening its cooperation and
could greatly facilitate the work of all ASEAN police
forces, including in counter-terrorism matters, by
expanding its functions to include regional research,
as well as operational activities such as international
joint investigations. CTED further looks forward to
working together with the ASEANAPOL Secretariat
in those endeavours.

cOWUDWH
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By ASP Khairul Izham Md Noh

A debrief on 23(5%$7,21 681%,5"
was held from 27 March to 5 April 2017. With its
Coordinating Center located at INTERPOL Global
Complex for Innovation (IGCI), the Operation Sunbird
conducted by INTERPOL together with selected
participating INTERPOL Member Countries (MCs)
in the Southeast Asia. The operation focuses on
conducting systematic screening on the passports
of passengers entering and/or departing border
areas across ASEAN Countries by Senior NCB
DQG
ASEANAPOL Secretariat and NCB Ottawa were also
in attendence as Observers.

Mr. Harold O’Connel, INTERPOL Director Capacity
Building, gave his opening remark at the start of the
event and this was followed by the ASEANAPOL
Executive Director, Police Inspector-General Yohanes
Agus Mulyono who expressed his appreciation
and gratitude to INTERPOL and the Government
of Canada for spearheading and supporting the
Operation SUNBIRD in combating transnational
crime regionally.

Alllessons learnt and best practices gained during the
entire operation had been utilized in benchmarking
cooperation needed within the ASEAN region.

,PPLIJUDWLRQ 2I¢FHUY B5HSUHVHQWDWLYHYV

ASEANAPOL'S PARTICIPATION IN C
ASEAN NATIONAL CENTRAL B!

All participants had also agreed to the need
for effective communication, as well as,
continuous information and intelligence
sharing on a regular basis so as to ensure
successful operation against transnational
crimes in the region.

On another occasion the ASEAN
IDWLRQDO &HQWUDO
6\ P S RV Lc¥-8tganized by the Singapore
Police Force (SPF), was held at IGCI on 4
August 2017. The symposium was aimed in
bringing together high-level representatives
from ASEAN NCBs so as to foster a better
uﬁd’e’rstanding of each other operating environment
and constraints. It is aimed at strengthening regional
cooperation and to provide countries with a platform
to discuss their NCB’s set-up and functions, best
practices and challenges faced, as well as, future
areas of collaboration to combat transnational crimes.

IURP WKH

At the symposium, the ASEANAPOL Executive
Director, Police Inspector-General Yohanes Agus
Mulyono, delivered a presentation entitled “Salient
Cooperation Programmes between ASEANAPOL
and INTERPOL".

% XU



)PERATION SUNBIRD Ill DEBRIEF &
UREAU'S (NCB'S) SYMPOSIUM

The presentation underscores
the outstanding cooperation
between INTERPOL and
ASEANAPOL on Project
SUNBIRD and Project PACIFIC
Listof High-Value Terrorist (HVTS)
in South East Asia Region. The
successful cooperations that
have been achieved should be a
valuable reference in improving
the efforts in addressing the
challenges faced in the region.

The presentation also shared

on the recommendation to

intensify routine police activities

aside from police operation and to establish a more
effective communication and reporting mechanism
which could cover the remote areas (in terms of
operation) possible. All MCs should not rely on police
operations alone, but with better communication
facilities to address daily challenges.

In terms of capacity building programmes, the
presentation encouraged the utilization of the Centers

and Police Training facilities available in the region,
especially in implementing Training-of-Trainers (TOT)
Courses and snow ball the processes.

In conclusion, it was suggested to set-out a workable
procedure in broadcasting information, beside the
use of I-24/7. It was also encouraged that the release
or sharing of requested information/intelligence
between parties could also be done via ASENAPOL'’s
electronic ASEANAPOL Database System (e-ADS).




ASEANAPOL SECRETARIAT ATTENDS THE REGIONAL CONTACT
OFFICERS WORKING GROUP MEETING ON MARITIME SECURITY

By DSP Hoo Chang Hook

,Q FROODERUDWLRQ aAdWMK:KL@H5®EH PHHWLQJ WDUJHWHG R

the support from the Canadian Government, the

countries - Indonesia, Malaysia, Philippines and

5HIJLRQDO &RQWDFW 2I¢FHUV R Vigtmagy it als® Meedotp piiategie expansion of

on Maritime Security for Indonesia, Malaysia,
Philippines and Vietnam was conducted between 9
- 10 October 2017 in Hanoi, Vietham. The aim of
this meeting is to enhance investigative resources
and specialized forensic capabilities so as to improve
information sharing

amongst maritime law

enforcement agencies

in the region. It hopes to

also strengthen national

and regional maritime

law enforcement

cooperation in order

to combat terrorism,

piracy, and armed

robbery, and reduce the

vulnerability of ships

and port facilities from

security risk.

The meeting was attended by 25 representatives
coming from Canada, INTERPOL and the
ASEANAPOL Member Countries.

The occasion was graced by the attendance of H.E.
Ping Kitnikone, Ambassador of Canada to Vietnam
and Major General Tran Duy Thanh, Deputy Director
of the Foreign Relations Department, Ministry of
Public Security of Vietnam, who both gave their
respective supports and inspiring remarks during the
Opening Program.

The meeting was also held in consonance with the
implementation of INTERPOL'’s Project MAST, a two-
year program funded by the Government of Canada
to strengthen investigative resources and specialized
forensic capabilities. It is also aimed to improve
information sharing amongst national and regional law
enforcement agencies using INTERPOL'S policing
capabilities, and enhance maritime law enforcement
cooperation in the Southeast Asian region.

the recently concluded capacity building projects
for port and maritime security in Malaysia and the
Philippines, whereby it hopes to bring together the
maritime law enforcement community of the four

EHQH,FLDU\ FRXQWULHV LQFOXGLQ

investigators, frontline
RI¢FHUV
security experts, and
INTERPOL National
Central Bureaus (NCBSs),
S0 as to strengthen their
cooperation’s in regional

waters.

The workshop was very
fruitful as the participants
were able to share ideas,
experiences, lessons
learnt and best practices
with each other. It also
gave them the chance
of exploring possible cooperation and coordination
processes in the pursuit of a better maritime security
cooperation.

The ASEANAPOL Secretariat, represented by
the Director for Police Services Police Senior
Superintendent Ferdinand RP Bartolome,shared on
the ASEANAPOL’s Role in Strengthening Maritime
Security Collaboration in the Southeast Asia.

PDUL
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ASEANAPOL SECRETARIAT PARTICIPATES IN SEARCCT
SEMINAR ON COUNTER TERRORISM LEGAL FRAMEWORK

By DSP Saralathan Duraisamy

20 2 F W R E H, Oeputy Superintendent
of Police Saralathan Duraisamy and Assistant
Superintendent of Police Saravanan Munusamy from
ASEANAPOL Secretariat had attended the Seminar

addition, this seminar is also one of the preventive
efforts and to expose participants on DAESH channel
basic knowledge and exposure to DAESH so that
this terrorist ideology is not contagious among civil

servants. The seminar also introduced measures that
FDQ EH WDNHQ E\ WKH FRPPXQLW\
terrorism based on existing laws.

on “Malaysia’s Counter Terrorism Legal Framework”
jointly organised by Southeast Asia Regional Centre
for Counter Terrorism (SEARCCT), Ministry of
Foreign Affairs and Attorney General Chambers. The
opening remarks was given by Dato’ Azmil Zabidi,
Director General of South East Regional Centre for
Counter-Terrorism and the seminar followed with
presentation by Speakers from SEARCCT, Attorney
*HQHUDO &KDPEHUTV DQG 3ROLFH 21¢FHUYV

The objective of organizing this seminar is to provide
exposure on government structures and measures
from existing legal perspectives in addressing
issues of violence and legislative actions taken. In

REGIONAL MEETING ON THE UNITED NATION PROGRAMME OF
ACTION ON SMALL ARMS AND LIGHT WEAPONS

By DSP Saralathan Duraisamy

20 0 D U F KASEANAPOL Secretariat *
represented by DSP for Plans & Programmes, DSP
Saralathan Duraisamy, together with ASEANAPOL and opportunities for the Programme of Action
Member Countries, attended a two (2) days meeting (PoA) and International Tracing Instruments (ITI).
ZKLFK LV RUJDQLVHG E\ WKH 8®LAMGItODWLRQV 2I¢FH

for Disarmament Affairs (UNODA), through its

Regional Centre for Peace and Disarmament in Asia  All the participants presented their respective country
DQG WKH 3DFL¢F 815&3" $V W Keporty Angl piayet anvegive lrofeHin the two days
from ASEANAPOL Secretariat, DSP Saralathan meeting.

Duraisamy shared that matters with regards to

arms smuggling as a part of the core areas of crime

discussed at the annual ASEANAPOL Conferences.

Recent developments in SALW manufacturing,
technology and design and resulting challenges

There were few sessions of discussion which covered

the following:

* Preventing SALW diversion

» Coordination, transparency and synergies or
regional organisations and action plan.

e 2030 agenda for sustainable Development

e Gender in SALW framework




v 8™ ASEANAPOL TRAINING COOPERATION MEETING
(ATCM) ORGANISED BY SINGAPORE POLICE FORCE

By ASP Johnathan Putra Laum

The 8™ ATCM was organised and hosted by the
Singapore Police Force (SPF) from 7 - 8 November
2017 in Singapore.

The two day meeting were attended by all 10
ASEANAPOLMemberCountries, 4 Dialogue Partners,
3 Observers and the ASEANAPOL Secretariat. During
the meeting, the representative from the International
Law Enforcement Academy (ILEA) Bangkok gave a
presentation and subsequently respective delegates
presented their annual training progress, challenges
encountered and future plans to enhance training
cooperation. The Dialogue Partners and Observers
also reiterated their commitment and willingness to

On the second day, all the delegates were brought to

visit the Home Team Academy and the Home Team
7TDFWLFDO &HQWUH IRU EULH¢{QJ DQ
Home Team members.

The two day fruitful meeting were conducted in a
friendly and mutual atmosphere amongst all Member
Countries, Dialogue Partners and Observers.

IXUWKHU FRRSHUDWH ZLWK OHPEHU &RXQWULHV LQ WKH ¢HOG

of training and capacity building.
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THE 2"° ASEAN TRAFFIC POLICE FORUM (ATPF) CONDUCTED
AND HOSTED BY INDONESIAN NATIONAL POLICE

By DSP Saralathan Duraisamy

The 2°¢ $6($1 7UDI¢F 3ROLFH )RUXP

meeting was held in Jakarta and Bali, Indonesia on
14 - 17 November 2017. The event was attended
by ASEANAPOL Member Countries and the
ASEANAPOL Secretariat (AS). The Executive
Director of AS Police Inspector-General Yohanes
Agus Mulyono shared that the large number of

IDWDOLWLHYVY FDXVHG E\ WUDI¢F DFFLGHQWV RXJKW WR EH

addressed properly by all ASEANAPOL Member
Countries in order to keep the region safe. He further
expressed his appreciation to General Department of
Vietnam Police for initiating and hosting the 1*ATPF
2016 in Hanoi, Vietnam.

The Chief of Indonesian National Police, Police General Muhammad Tito Karnavian, delivered his keynote

VSHHFK ZKLFK HPSKDVL]HG WKH LPSRUWDQFH RI 7UDI¢F 3ROLFH )RLU
WR GHOLEHUDWH WUDI¢(¢F UHODWHG LVVXHV DQG KLJKOLJKW WKH ODL

from transnational crimes victim. The Forum also approved a number of resolution to be adopted by ASEAN

Member Countries.

v EXECUTIVE DIRECTOR ATTENDS THE INTERPOL “PROJECT MAST”

By ASP Johnathan Putra Laum

On 19 March 2018,
the Executive Director of
ASEANAPOL Secretariat,
Police Colonel Kenechanh
Phommachack and the

Director for Plans &
Programmes, ACP Aidah
Othman attended the

INTERPOL Project MAST,
a National Maritime Security Training for Malaysia in
Penang, Malaysia.

The 5 day training was fully funded by the Government
of Canada, aimed to enhance investigative
resources and specialized forensic capabilities,
improve information sharing amongst maritime law
enforcement agencies in the region and strengthen
national and regional maritime law enforcement
cooperation. These are amongst efforts initiated by
INTERPOL in combating terrorism, piracy and armed
robbery, and to further reduce the vulnerability of ship
and port facilities to security risks.

2Q WKH ¢UVW GD\ RI WKH WUDLQLQJ WKH ([HFXWLYH 'LUHFWRU
delivered a presentation on ASEANAPOL’s Regional
Cooperation Programmesinaddressing Transnational
Crime in Sea, focusing on ASEANAPOL's role in
strengthening maritime security collaboration in the
region.
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EUROPOL DATABASE SYSTEM - A COMPAR

Contributed by ASEANAPOL Secretariat

20 * 1 RY HP E HA$EANAPOL
Secretariat led by the Head of Administrative
and Technical Staff (HATS), Superintendent Raiz
Mukhliz Azman Aziz together with ASP for Plans
and Programmes, ASP Johnathan Putra made
a study visit on Europol Database System at the
Europol Headquarters in The Hague, Netherlands,
following up from the mandate given during the
recently concluded 37" ASEANAPOL Conference
whereby the Secretariat

were tasked to conduct

feasibility study to take

over the management

and ownership of the

e-ADS.

During the two day visit,
both Supt. Raiz Mukhliz
and ASP Johnathan
Putra were presented on
the subjects of Europol
mission, legal framework
and agreements; the
Europol Information
System (EIS); the
Analytical Work Files
(AWFs); the Secure
Information  Exchange
Network Application (SIENA); Europol’s information

Europolisacontinuity of 20 years system development
which started from Microsoft SharePoints back in
2003.

There are more than 100 personnel working in the
ICT department housed at the Headquarters.

Europol management are obliged to the decision
made at European Union (EU) General Assembly.

The Regulatory Legal
Framework for Europol
comes directly from the
EU which is endorsed at
the EU assembly.

Members of Europol are
also Members of EU. All
EU Members have at
least one representative
EDVHG LQ (XURSRC
and every state have
their European National
Unit (ENUs) for their
respective country. All
Europol activities are
reported to EU-SG at the
EU General Assembly.
In Europol, Member States is bound to share

ZRUNARZ DQG ,QIRUPDWLRQ D @femator,mbighgs the key frepr for the success

Technology (ICT) — Development and Architecture.

With the aim to have ASEANAPOL Database System
within the Secretariat, the visit was crucial to gain
more views and information, understanding database
structure and needs, thus to make a better feasibility
study for ASEANAPOL to adopt the new e-ADS at
the Secretariat in the future.

As shared by the Europol, their database and
information system is a large system with a budget
of about €200 million for ICT development and
maintenance over the years. Their annual budget
was about €2.6 million per year which derived from
European Union Annual Budget. The system used by




ATIVE STUDY BY ASEANAPOL SECRETARIAT

of the Europol Information System (EIS). They
completely utilise the system in order to make the
system relevant. Currently, the system used is the
system developed in-house by the ICT Department
of Europol.

The visit to Europol is totally an eye opener and

e For a start, it is suggested to create a folder/
IXQFWLRQ LQ H $'6 VSHFL¢FDOC(
on issues deemed relevant by all MCs based on
ASEANAPOL areas of focus.

The Secretariat further assessed that the Europol
systemis too advance to be followed by ASEANAPOL
as a model. Presenters recommended ASEANAPOL
to use SELEC as a more appropriate model to follow.
It is also crucial for users of a system to fully utilise
and contribute populations of data for a database
VI\IVWHP WR EHFRPH VLJQL,{FDQW

EHQH¢{FLDO DV LW FDQ EH FRQFOXGHG DV IROORZV

» The effectiveness and reliability of such  system
will only work if all Member Countries (MCs) gave
total support and commitment in utilising the
system.

* If MCs are legally bound to contribute and share

LQIRUPDWLRQ RQ SDUWLFXODU V\VWHP LW ZLOO EHQH¢;W DOO

contributors and will have a positive Return on
Investment (ROI).

» Itis suggested for all ASEANAPOL Police Chiefs

WR FRPPLW DQG VKDUH GDWD RQ VSHFL¢F LVVXH DJUHHG

upon all by consensus.

e In Europol, Member States are legally bound
by EU Regulations to share information and it
is the key factor for the success of the Europol
Information System (EIS).
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ASEANAPOL PARTICIPATES IN INTERNATIONAL PAYMENT
CARD FRAUD MEETING ORGANISED BY EUROPOL

By ASP Johnathan Putra Laum

The 6"
JUD X G 0 H kaédhklddd 20 — 21 November
2017, at Europol, The Hague, Netherlands. It was
hosted by Europol's European Cybercrime Centre
(EC3), with the support of the European Association
for Secure Transactions (EAST), to address payment
card fraud across Europe and beyond. The two-day
fully funded international meeting brought together
representatives from 3 regions of the world: 8 EU
Member States (Portugal, Greece, France, Denmark,
Spain, Romania, Bulgaria and Italy), Latin America
(Argentina, Dominican Republic, Chile, Colombia
and AMERIPOL) and Asia (Malaysia, Philippines,
Thailand and ASEANAPOL Secretariat).

,(QWHUQDWLRQDO 3 mp{a@w\bet\/\@e@ [gvwGenforcement agencies

of Europe, Asia and Latin America gave experts the
opportunity to create an overview of the criminality
seen the past year and prepare for threats in 2018.

The meetings also help provide valuable insights into
the activities of international organised crime groups
and help law enforcement agencies better respond to
them. Joint efforts and multi-stakeholder cooperation
between police forces and industry, with the support of
Europoal, is the only effective way to increase security
standards across Europe and beyond, and conclude
successful investigations on a national level.
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UNRCPD’S ILLICIT TRAFFICKING OF SALW SEMINAR FOR
ASEAN STATES AND TIMOR LESTE

By Supt. Raiz Mukhliz Azman Aziz

20 "HF H P E H,Wnited Nations

Regional Centre for Peace and Disarmament
(UNRCPD) in collaboration with the Government of

e Create opportunity to share effective practices
already in place in these domains
e Promote increased cooperation amongst invited

&DPERGLD KHOG D WZR GD\ VHPLQDWUR®SLOOLFLW WUDI¢FNLQJ

and diversion of Small Arms and Light Weapons
(SALW) in Phnom Penh, Cambodia.

ASEANAPOL Secretariat represented by its Head of
Administrative and Technical Staff, Superintendent
Raiz MukhlizAzmanAziz togetherwithrepresentatives
from various government agencies from ASEAN
Member States i.e.; the Customs Department,
Immigration and Police discussed the latest trends
on Small Arms Light Weapons (SALW) diversion and
illicit arms trade in the region.

As the representative from ASEANAPOL Secretariat,
Supt. Raiz gave a presentation and insights on
matters with regards to arms smuggling as part of
the 13 cores areas of crime discussed at the annual
ASEANAPOL Conferences and how ASEANAPOL
Secretariat serves as the Centre for Strategic
Regional Cooperation among Police Forces in South
East Asia.

The main objectives of the seminar amongst others
is to:

* Facilitate discussions among representatives
from Law Enforcement Agencies of the ASEAN
Member Countries and Timor-Leste on current
National Law and Regional Challenges with

e Todevelop joint measures on consolidating efforts
LQ SUHYHQWLQJ WKH LOOLFLW W
SALW and conventional arms more effectively

e Seek possibilities for elaborating a joint workplan
for all ASEAN Member States and Timor-Leste as
well as the further proceeding on the draft ASEAN
&RQYHQWLRQ $JDLQVW 7UDI¢{FNLCGC

All information provided during the seminar by
International Experts and representatives from United
IDWLRQV 2I¢FH IRU 'LVDUPDPHQW $I
8QLWHG 1DWLRQV 21¢FH IRU "UXJV D
LV EHQH¢{FLDO IRU DOO OHPEHU 6WD
and develop their National Legislation and Control
System. The workshop would also provide new
impetus on National discussion on position towards

the Arms Trade Treaty (ATT).

7KH VHPLQDU KDV GH¢{QLWHO\
with the relevant information regarding the actual
trends and developments with regard to SALW
diversion and illicit arms trade, promote regional
communication and dialogue, promote national
UHSRUWLQJ XQGHU WKH 81 3R$ DQG
provided participants with information regarding key

international instruments on SALW control, including

ATT, alleviating concerns about ATT and positively

LQAXHQFLQJ WKH UHVSHFWLYH FRQ

SUI

UHJDUGVY WR LOOLFLW WUDI¢FNRWESAEaGLYHUVLRQ RI 6%$/:




\ 4 THE 37™ ASEAN
SINGAPORE (12 -

Contributed by ASEANAPOL Secretariat

Singapore is honoured to host the 37" ASEANAPOL

&RQIHUHQFH IRU WKH ¢(IWK WLPH VLQFH WKH LQFHSWLRQ RI
ASEANAPOL in 1981. With the theme 33RZHUHG

E\ ,QQRYDWLRQ 6WUHQJWKHQHG E\ 3DUWQHUVKLSV"’

the ASEANAPOL conducted its last's Conference

to promote innovation and strengthen the ties and

collaborative efforts built over the years to keep our

region and peoples’ safe.

It was attended by Delegates from Royal Brunei
Police Force, Cambodian National Police, Indonesian
National Police, Lao Police Force, Royal Malaysia
Police, Myanmar Police Force, Philippine National
Police, Singapore Police Force, Royal Thai Police
and General Department of Vietnam Police.

Congraiss 19 it Horurnbis Comr:
[Foites o the suessssiul Hostling o

Commissioner of Police Hoong Wee Teck from the
Singapore Police Force, welcomed the delegates
while the Honourable Mr. Teo Chee Hean, Deputy
Prime Minister and Coordinating Minister for National
6HFXULW\ RI 6LQJDSRU'ASEANAR@MWHG
Conference and delivered the Keynote Address on
WKH 6LJQL¢{FDQFH RI WKH $6($1$32/

Safeguarding Regional Security.
The Conference was also attended by Dialogue

Partners and Observers coming from the Australian
Federal Police, Ministry of Public Security of the
People’s Republic of China, National Police Agency
of Japan, National Police Agency of the Republic
of Korea, New Zealand Police, Ministry of Internal
Affairs of the Russian Federation, ICPO-INTERPOL,
The ASEAN Secretariat, Fiji Police Force, Policia
Nationale de Timor Leste, National Crime Agency
of the United Kingdom, EUROPOL, International
Association of Chiefs of Police, and The International
Committee of the Red Cross.




APOL CONFERENCE
14 SEPTEMBER 2017)

slonar of ol and Stizweo:e Fofice
ghe B

ASEANAPOL Conference

The Conference deliberated topics of mutual interest:
addressing our collective efforts on the campaign
DIJDLQVW

VPXJJOLQJ
fraud; commercial crime, bank offences, and credit
card fraud; cybercrime; fraudulent travel documents;
transnational fraud; electronic ASEANAPOL
Database System (e-ADS); mutual assistance in

LOOLFLW GUXJV WUDI¢FNLQJ
KXPDQ WUDI¢FNLQJ Zheo@aferenter as wall, payed they waypfor the

criminal matters; exchanges of personnel and
training programmes among ASEAN police forces;
and the ASEANAPOL forensic science network
(AFSN) in the Southeast Asian Region.

After much deliberation in the traditional ASEAN
spirit of friend-ship, cooperation, and solidarity,
the Conference adopted 66 resolutions pertaining
to our efforts of combating transnational crime, most
of which relates on enhancing and strengthening
our cooperation’s and collaboration in combating
transnational crime.

WHUURULVP DUPV

approval of and endorsement of the United States
Government (represented by FBI) as Observer of
ASEANAPOL, the establishment of relationship and
collaborations between the ASEANAPOL Secretariat
and the European Association of Secure Transaction
(EAST) and Gulf Cooperation Council Police (GCC-
POL), endorsement of Police Lieutenant Colonel
Kenechanh Phommachack from Lao Police Force
as the 5" Executive Director (ED) of ASEANAPOL
Secretariat for Year 2018-2019, the endorsement of
Superintendent Jim Wee Aik Boon from Singapore
Police Force as the 4™ Director for Police Services
(DPS) of ASEANAPOL Secretariat for Year 2018-
2019, the annual budget for the operation of the
Secretariat for Financial Year 2018, the acceptance
of sponsorship for the replacement of the electronic




ASEANAPOL Database System (e-ADS), the
proposed regional operation against fugitive under
the auspices of INTERPOL, the guidelines on the use
of ASEANAPOL Anthem — “ASEANAPOL Unity” and
the endorsement of the Royal Brunei Police Force,
Negara Brunei Darrusalam of Hosting the next 38"
ASEANAPOL Conference in 2018.

The Conference was concluded by the signing of the
Joint Communique by all the Chiefs of Police of the
ASEANAPOL Member Countries represented by Dato
Paduka Seri Haji Mohd Jammy Bin Haji Muhd Shah Al

HIGHLIGHTS OF THE 37

Islam, Commissioner of Police, Royal Brunei Police
Force, Negara Brunei Darussalam; Police General
Kirth Chantharith, Deputy Commissioner-General,
Cambodian National Police, Kingdom of Cambodia;
Police General Muhammad Tito Karnavian, Ph.D.,
Chief of Police, Indonesian National Police, Republic
of Indonesia; Police Brigadier General Thonglek
Mangnomek, Chief of Police, Lao Police Force, Lao
People’s Democratic Republic; Inspector-General of
Police Tan Sri Dato’ Sri Mohamad Fuzi Bin Harun,
Inspector-General of Police, Royal Malaysia Police,
Malaysia; Police Brigadier General Aung Htay Mint,




HASEANAPOL CONFERENCE

representing the Chief of Police, Myanmar Police
Force, The Republic of the Union of Myanmar;
Police Director General Ronald Marapon Dela Rosa,
Chief, Philippine National Police, Republic of the
Philippines; Commissioner of Police Hoong Wee
Teck, Commissioner of Police, Singapore Police
Force, Republic of Singapore, Police General Sutep
Dechrugsa, Deputy Commissioner General, Royal
Thai Police, Kingdom of Thailand; and Lieutenant
General Tran Van Ve, Director-General (Acting), Viet
Nam Police General Department, Socialist Republic
of Vietnam.

The Conference was also highlighted by the
launching of the new electronics ASEANAPOL
Database System (e-ADS) 2.0 by Mr. K.
Shanmugam, Minister for Home Affairs and
Minister of Law. The successful launch of
H $'6 UHAHFWV WKH FORVH SD
ASEAN Police forces and their commitment
in harnessing technology to keep the ASEAN
region safe and secure . The e-ADS will facilitate
better exchange of information amongst ASEAN
law enforcement agencies on regional crime
trends and security issues.

In the face of heightened security threats and
the rise of transnational crimes, this Conference
serves as an effective platform for ASEAN
Police forces to work together and strengthen
partnership through regional cooperation.
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2P ASEANAPOL FORENSIC SCIENCE NETWORK (AFSN) MEETING,
ORGANISED AND HOSTED BY SINGAPORE POLICE FORCE

- ————

By Supt. Jim Wee

As the current Chair for ASEANAPOL
the Singapore Police Force (SPF) had the honour of
hosting and chairing the 2" ASEANAPOL Forensic
Science Network (AFSN) Meeting which was
successfully held in Singapore from 29 - 31 January
2018.

With the theme “Enhancing Regional Cooperation
in Forensics”, the event provided a platform for
the ASEAN police forensics community to gather,
network and share ideas. The meeting was attended
by Executive Director of ASEANAPOL Secretariat,
Director for Police Services of ASEANAPOL
Secretariat and representatives from ASEANAPOL
Member Countries (AMCs).

The Executive Director of ASEANAPOL Secretariat,
Police Colonel Kenechanh Phommachack delivered
the welcome speech to all the AMC delegates and
stressed on the importance of the commitment
and support from AMCs in this AFSN meeting. He
also shared that the outcome of the meeting will be
reported in the coming 38" ASEANAPOL Conference
which will be held in Negara Brunei Darussalam later
in September this year.

Following the welcome speech, SPF Deputy
Commissioner  (Investigations & Intelligence)
concurrent Director Criminal Investigation

Department (CID) Mr. Tan Chye Hee

RI¢FLDWHG WKH RSHQLQJ FHUHPRQ\

had also emphasised the importance of
regional cooperation in building a strong
ASEAN forensic response to crimes and
disasters in his keynote address.

Over the next 3 days, the delegates were
actively engaged in their roundtable
discussions, in particular the Draft
Resolutions for the Establishment of an
ASEANAPOL DVI/CSI committee under
the auspices of the APFSN.

23

DelegatesfromAMCs also sharedtheir Disaster Victim
,GHQWL;{FDWLRQ '9, &ULPH 6FHQH
capabilities and ideas to promote mutual exchange

and capacity building within the AFSN.

SPF had also arranged guest speaker Dr. Simon
Walsh, National Manager Specialist Operations at the
Australian Federal Police to share his experiences
IURP WKH 'LVDVWHU 9LFWLP ,GHQW
the MH17 incident in Ukraine.

Ms Kim Legg, Senior Fingerprint Examiner, Capacity
Building and Training Directorate of the INTERPOL

was the other guest speaker invited to share on the
LPSRUWDQFH RI %LRPHWULF H[FKDQ
using the forensic capabilities of INTERPOL.

The delegates were given a tour to visit the Home
Team Investigation Laboratory, CID Forensics
Laboratory and were shown the Bomb & Explosive
Investigation Division’s Response Vehicle.

While delegates were serious on their meeting,
social time was arranged for them to visit Gardens
by the Bay, the S.E.A. Aquarium and they were also
hosted to a Gala Dinner by Deputy Commissioner
(Investigations & Intelligence) Tan Chye Hee.

The delegations attending the meeting expressed their
sincere appreciation to SPF for their warm hospitality
and excellent organisation which contributed to the
success of the 2" AFSN.

Atthe conclusion of the meeting, the APFSN members
agreed on a resolution to establish an ASEANAPOL
DVI/CSI Committee to strengthen regional capacity to
respond to crimes and disasters within ASEANAPOL.

The fruitful meeting was conducted harmoniously in
the spirit of ASEANAPOL.

+H




VISIT BY MALAYSIA MARINE POLICE FORCE
TO ASEANAPOL SECRETARIAT

By DSP Hoo Chang Hook

On 26 January 2018, the ASEANAPOL
Secretariat received a working visit by the Malaysia
Marine Police Force led by SAC Dato’ Abdul Rahim bin
Abdullah. SAC Dato’ Abdul Rahim bin Abdullah and
his entourage were warmly welcomed by Executive
Director, Police Colonel Kenechanch Phommachack,
Director for Plans and Programmes, ACP Aidah
Othman, Director for Police Services, Supt. Jim Wee

DQG RI¢FHUV RI WKH 6HFUHWDULDW

During the meeting, the Malaysia Marine Police
JRUFH 003)
cooperation among MMPF, Singapore Police Coast
Guard (SPCG) and Indonesia Marine Police (IMP)
towards the maritime security along the South
Malacca Straits. The meeting had been fruitful and
both parties have agreed on the importance of having
mutual collaboration and cooperation amongst

Members Countries and future capacity building

VKDUHG RQ WKHLU

needs. ASEANAPOL Secretariat also encouraged
the sharing of this successful project via its electronic
ASEANAPOL Database System (e-ADS).

cUVW 7ULODWHUDO

The visit was concluded by the Executive Director
expressing his sincere thanks to Malaysia Marine
Police Force for the cooperation and continued
support given by them.




v VISIT BY THE ASIAN FOOTBALL CONFEDERATION (AFC)
TO ASEANAPOL SECRETARIAT

- ————

By ASP Khairul Izham Md Noh

On 22 March 2018, ASEANAPOL Secretariat

UHFHLYHG D YLVLW IURP RI¢(¢FHUV RI WKH $VLDQ )RRWEDOO
Confederation (AFC) based in Kuala Lumpur.

Their entourage comprises of Mr. Benoit Pasquier,

General Counsel & Director of Legal Affairs who

accompanied by Mr. Ahmed Alosaymi and Mr.

ORKDPPDG <D]JLG =DNDULD ,QWHJULW\ 2I¢FHUV RI $)&
They were welcomed by the Executive Director of

ASEANAPOL Secretariat, Police Colonel Kenechanh

Phommachack, along with the Director for Plans

& Programmes, ACP Aidah Othman and other

Administrative & Technical Staff of the Secretariat.

for public authorities’ intervention. While AFC focused
on actions against the malpractice of its players,
RI¢FLDOV DQG RWKHU ZRUNLQJ FR:
VLQFHUH KRSH WKDW WKH HQIRUFHF
Police, would look into these criminal related matters.
(YHQ LI WKH RI¢{(FLDOV IURP ,QWHJL
to take appropriate actions against those within their
UHDOP $)& VKDUHG WKDW PDWFK ¢ |
the integrity of sports and image of a country would
still nourished if those criminals at large are left to
continue with their criminal wrongdoings. Despite
WKH VWURQJ VDQFWLRQV EDVHG RQ
AFC's jurisdiction, most of the criminals at the origin

During the visit, discussions were made on possible RI WKH ¢[LQJ DUH VWLOO XQVDQFWL

joint cooperation between ASEANAPOL and AFC,

IRFXVLQJ RQ HOLPLQDWLQJ PD W hgoncysign AbGshared pradreppigssedstheir hope
the integrity of football in the Asian region. AFC had 0 see future engagement with ASEANAPOL through
shared that investigation and prosecution of criminal the information, intelligence and evidences gathered
organizations and individuals who predominantly in context of its disciplinary investigation shared with

RUFKHVWUDWHG WKH ¢[LQJ VF K H pulig agtiprtias eng/lpweniercemept pagngiesu




v ASEANAPOL SECRETARIAT PARTICIPATES IN NETWORKING
THE NETWORKS MEETING BY UNODC

e —————————

By Supt. Raiz Mukhliz Azman Aziz

2Q ODUFK WKH 81 21¢ FEH Fintelligence and Coordination Centre on Transnational

and Crime (UNODC), organized an interagency Organized Crime (SARICC-TOC), Heads and

meeting on Networking the Networks at CARICC ([SHUWV Rl +HDGTXDUWHUV RI 5HJL

facilities in Almaty, Kazakhstan. 8QLWHG 1DWLRQV 21¢(¢FH RQ "UXJV D(
Central Asia and South Asia, as well as the leadership

and staff of CARICC to discuss and present its role
of regional cooperation in facilitating the exchange of
intelligence and coordination of multilateral counter-
narcotics operations and terrorism.

Following the event, Mr. G. B. Pustovitov, Police
Colonel, Director of CARICC, suggested that
the recommendations of CARICC be considered
for establishing practical interaction amongst
international and regional focal points and related
organizations.

Going with the theme BENATOC (Building Effective

Network Against Transnational Organized Crime) the

event was organized to establish effective networks

to tackle transnational organized crime and illicit

WUDI¢(¢FNLQJ RI QDUFRWLF GUXJV SV\FKRWURSLF VXEVWDQFHYV
and their precursors.

The meeting successfully brought representatives

of the competent authorities of CARICC member

states, INTERPOL, the World Customs Organization ASEANAPOL Executive Director, Police Colonel
(WCO), CSTO, the Gulf Police Cooperation KenechanhPhommachackandHeadofAdministrative
Council (GCC-POL), the Gulf Criminal Information/ and Technical Staff, Supt. Raiz Mukhliz Azman Aziz
Intelligence Centre (GCC-CICCD), ASEAN National attended the two day meeting as representative from
Police (ASEANAPOL), the South Asian Regional the Secretariat.




COMBAT HIGH-TECH
CHALLENGES AN

By Pol. Lt. Gen. Tran Van Ve

$FWLQJ *HQHUDO 'LUHFWRU RI 3ROLFH *HQHUDO 'HSDUWPHQW OLQLVWU\ RI :
BHVXOWY RI FRPEDWLQJ KLJK W H F K ebtablisRind ¥-chrgndde M&ised te attract investors

Currently, high-tech crimes have been one of the on-
going serious issues in the world. In 2017, it is estimated
that high-tech crimes caused more than $600 billion
damage to the global economy. Vietham is a country
with rapid development of information technology and
telecommunication. However, the awareness of people
about the risk from cyberspace remains low, leading
them to be an easy target of high-tech crimes. According
to the statistics from the Ministry of Information and
Communications of Vietnam, Vietnam currently has had
about 55 million internet users (account for 59% of the
population). As of February 2018, there was more than

in order to appropriate assets or conduct illegal trading

of virtual currencies such as Onecoin, Bitcoin ILcoin,
*HPFRLQ ZLWK RIIHUV RI KXJH SUR¢W
virtual currencies are not legal currencies and payment

tools in Vietnam. The ownership, purchase and use of

virtual currencies are risky and unprotected by law.

e With regard to ATM and electronic payment, stealing
real cards or thief of card holders’ information to make
fraud credit cards for online payment or purchase
of goods has kept being complicated and caused
owners’ great loss of money. Foreign suspects
entered Vietham and used specialized equipment to
make counterfeit credit cards. They connected with

PLOOLRQ EURDGEDQG LQWHUQHW V XdomesticLsEdpests to lirque@extarar@actigris-tigough

and mobile subscribers); about 119.6 million mobile phone
subscribers, including 60 million 3G/4G subscribers.
Facebook’s statistics show that Vietham now has about
58 million user accounts, of which 42.5 million accounts
are accessed from mobile devices and the number of
Facebook users ages from 18 - 34 accounts for 75%. On
average, a Facebook user in Vietham spends an hour
daily. By the end of 2017, there have been 89.57 million
bank cards, including about 70 million debit cards, more
than 6 million credit cards and prepaid cards; Banks own
more than 17,000 ATMs and 268,000 POS (card payment
equipment); There are 25 companies which are licensed to
run as payment intermediaries with the main activities of
electronic payment gateway and electronic wallet service.

The rapid development of the internet infrastructure
as well as the number of internet users in Vietham has
created a favorable condition for high-tech criminals to
commit the crimes with complex modus operandi and
serious consequences. Since early 2017, Vietnam police
has handled 1467 high-tech crime cases (including
some cases requested by foreign partners), prosecuted

237 cases with 631 accused; transferred to foreign law

enforcement agencies 03 cases with 09 subjects. The

followings are some typical offenses:

e Denial-of-service attacks and cyber-attacks are very
common, causing particularly serious consequences
for the operation of many agencies, organizations,
businesses and individuals. According to the Vietnam
Computer Emergency Response Team (VNCERT),
there were about 10,000 attacks on Vietnamese
websites in 2017. Especially, hacking to computer
network of banks, credit institutions and airports is
increasing, causing serious consequences. Most
recently, attacks by using malicious codes such as
WannaCry, Petrwap, and Petya have affected a large
number of organizations, businesses and individuals
in Vietham.

e With regard to e-commerce, there are common
offenses including: phishing through fraud websites;
running multi-level business to mobilize capital with
high interest rates in order to appropriate property;
taking advantage of charity activities to deceive assets;

POS to withdraw money. As a result, dozens billions
VND was illegally appropriated. In addition, criminals
installed equipment to steal credit card information
(Skimming device) of the Vietnamese at ATM, then
produced counterfeit cards to withdraw money in
many provinces in Vietnam.

7KHVH DUH RIITHQGHUV FRPPLWWHG WR WKLHI RI
using 6NLPPLQJ '"HYLFH ODUFK

e ,Q WKH ¢HOG RI WHOHFRPPXQLFDWLR
order to defraud or deliver depraved cultural products
is common and become more serious in various forms,
causing pressing problems for mobile subscribers
and email users. The "romance scam" to appropriate
assets has been taken place in many localities
throughout the country, mainly targeting women.
Criminal suspects operate in groups, using telephone
calls, social networking messages to make friend
with the victims and promise to send them money,
valuable gifts (foreign currency, diamond). After that,
WKH\ GLVJXLVH DV FXVWRPV RI¢{FHU
and demand them to transfer money for the customs
clearance. Right after victims transfer money, these
suspects withdraw victims’ money. As a result, many
victims were cheated with up to billions of VND. The
suspects also make use of Internet telephony (VolP)
services to impersonate Police agency, Procuracy or
Court and ask the victims to transfer money to their
accounts to appropriate billions of VND in cities such
as Hanoi, Hai Phong, Ho Chi Minh, Dong Nai, Binh
Duong, Phu Yen. The suspects and victims in these
cases include foreigners and Viethamese.




CRIMES IN VIETNAM
D) COMMITMENTS

3XEOLF 6HFXULW\ RI 9LHWQDP

Online gambling, especially online football betting
frequently takes place publicly under various forms.
Oversea bookmakers tend to hook up with criminal in
Vietham to organize gambling facilities for Vietnamese
and foreigners.

$Q RQOLQH JDPEOLQJ JURXS KDV EHHQ GLYWXSWHG LRSHHPHQWDWLRQ RI

e Criminals carrying out fraudulent activities to
appropriate property by using high technology in the

DQRQG FRQYHQLHQFH WR XVHUV EXW DO
FULPLQDO YHUL¢{FDWLRQ DQG LQYHVWL

procurement and updating of modern equipment to serve
the collection, preservation, recovery, analysis, decoding
of data and electronic evidence.

High-tech criminals operate cross-border activities on
cyberspace thus they easily share their new methods,
tools through the Internet, causing serious consequences
in many countries. Meanwhile, international cooperation
LQ WKH ¢HOG RI KLJK WHFK FULPH
remain to be very different, problematic and ineffective. To
date, there is no uniform global legal framework for the
prevention and combating of high-tech crimes. Some other
collaborative mechanisms, such as the G8 24/7 Network
for Cybercrime Network (G8 24/7), just begin to support

of information, but the exchange of data and evidence
(transfer) must continue through diplomatic channels

IRUP RI VRFLDO PHGLD PHVVDJH QRW IPXADX\OLAR @ H)IDFAH BR/RVNVWD QFH
WR JHW LQIRUPDWLRQ YHUL¢{(FDWLRQ

Zalo, Viber) in some localities.

* Infringement of copyright related to Software, digital
PXVLF GLJLWDO (OP SLUDF\ DQG
rights to broadcast international sports tournaments)
are still popular and bring service providers into
discredit in Vietnam.

* In an effort to coordinate with countries around the
world to combat high-tech crimes, Vietnam Police has
joined the G8 24/7 network against cyber-crime since
2014. In addition, we also signed Memorandum of
Understandings for high-tech crimes prevention with a
number of countries and nominated participants to join
the INTERPOL Global Cyber Expert Group (IGCEC).
In February 2017, Vietnam participated in the ASEAN
Cyber Surge Campaign organized by INTERPOL in
cooperation with  ASEAN countries and achieved

providers such as Google (Gmail, Youtube), Facebook
(Wdtu@rig) Wih&tsalR Indthyr&nh) BecRuBehey\olderate in
accordance with the laws of respective countries, causing

SUH"

SUHVHU)

,Q DC

LPSHGLPHQWY WR YHUL¢{FDWLRQ DFWLY

tech crime in particular and crimes in general.

&RPPLWPHQW RI
KLIJK WHFK FULPH

In the coming time, it is predicted that high-tech crimes will
increase in both scope and scale, being more sophisticated
and causing more serious consequences. In order to
combat effectively these crimes, Vietnam Police Force will
carry out some activities as follows:

e Actively improve the legal framework related to high-

JUHDW UHVXOWYVY 7KLV LV WKH ¢ UV WeéhDdArSecbleati’gQ F\EHUFULPH

prevention in the world which has drawn many
valuable lessons in implementing other multinational
campaigns in the coming time.

» Coordinate with relevant agencies to raise awareness
for the public about cyber space security as well as
modus operandi of high-tech crimes.

e Make more great efforts in updating new achievements

&KDOOHQJHV LQ WKH SUHYHQW LR Qf DiQratidh R EEBddfnQnicafdhs technology as

crimes involving the use of high technology in
Vietnam

High-tech crimes are increasing with sophisticated modus
operandi while Vietham'’s legal system is still limited and
cyber-users’ awareness of the risk in cyberspace remain

well as modus operandi and current trends of high-
tech crimes; Enhance capacity building for Police
RI¢FHUV LQ FKDUJH RI
local police ones; Invest more in modern specialized
tools to effectively detect and investigate high-tech
crimes;

ORZ ZKLFK PDNHV LW GLI¢FXOW WR FRR&EizEW Karticihatyy Hif KinfethatPihlV cooperation

Rapid development of information and communication
technology (ICT) creates a lot of pressure for law
enforcement agencies in Vietham. The fact is

that criminals are often quick to capitalize on ICT
achievements in criminal activities while there is often
a lag in researching, updating of their modus operandi,
and training in cybercrime crime prevention. 10T, security,
encryption, cloud computing technologies bring safety

activities in combating of high-tech crimes including
bilateral/multilateral  platforms, the signing of
memoranda of understanding, as well as join
multinational coordinated activities with partners such
as INTERPOL, ASEANAPOL, G8 24/7 communication
network; focus on establishing public-private
partnership with domestic and foreign internet service
providers to secure a safe environment for internet
users.

9LHWQDP 3ROLFH

KLIK WHFK F




v ASEANAPOL SECRETARIAT ATTENDS 7™ INTERPA CONFERENCE
HOSTED BY QATAR POLICE

By ASP Johnathan Putra Laum

LWK WKH WKHPH 331HZ 7UHQGV LQ
&RPEDWLQJ 7THUURULVP DQG ([WUHPLVP’
the 7" Annual INTERPA Conference was successfully

held in Doha, Qatar hosted by the Qatar Police

College. The Conference was attended by more than

50 delegations from all over the globe, inclusive of

some ASEANAPOL Member Countries.

Director for Plans and Programmes, ACP Aidah
Othman and ASP for Plans and Programmes,

ASP Johnathan Putra Laum who represented
ASEANAPOL Secretariat had participated in all
scheduled programmes and meeting. It is noted

and acknowledged that INTERPA Conference is by

far one of the leading platform in seeking valuable
FROODERUDWLRQVY DPRQJVW 3ROLF
Capacity Building and Training (CBT).

Thethree day eventshowcasedthe active participation

from the delegates on various presentations delivered

by invited Speakers through six programmed

VHVVLRQV 2Q WKH (UVW GD\ LWVHOI WKH ([HFXWLYH %RDUG
Meeting (EBM) and General Council Meeting were

successfully conducted in a harmonious environment

of mutual understandings.




v VISIT BY GULF COOPERATION COUNCIL POLICE (GCC-POL)
TO ASEANAPOL SECRETARIAT

- ———

By DSP Saralathan Duraisamy

20 $ S UL Q ASEANAPOL Secretariat Director for Plans & Programmes, ACP Aidah Othman
received a visit from Gulf Cooperation Council Police further guided the delegates on how to go about in
(GCC-POL) headed by the Director of GCC-POL, applying to be an Observer with ASEANAPOL.

Lt. Col. Mubarak Saeed Alkhyeli, Head of GCC-POL

'LUHFWRUYV 2I¢FH &DSW 6DOHP $KPHG $OMDEHUL DQG

Head of Terrorismand Organized Crime Section, Major

Thamer Mohammad Alharkam. They were welcomed

by the Executive Director of ASEANAPOL Secretariat,

Police Colonel Kenechanh Phommachack, Director

for Police Services Superintendent Jim Wee, Director

of Plan & Programmes Assistant Commissioner of

Police, Aidah Othman and Staff.

The Director of GCC-POL, Lt. Col. Mubarak Saeed
Alkhyeli expressed his gratitude especially to the
ASEANAPOL Secretariat’s Directors for welcoming
them. He expressed that the meeting was so fruitful
and they clearly understood the difference between
ASEANAPOL and ASEANAPOL Secretariat. At
this moment GCC-POL will continue to engage
with  ASEANAPOL Secretariat. Meanwhile they
will proceed to send in proper application to be an

The Executive Director, Police Colonel Kenechanh Observer, a matter which requires consensus from all

Phommachack, took the opportunity to welcome the Chiefs Police of ASEAN National Police. He hOped
de|egates and communicated to them that at the thatinfuture both GCC-POL and ASEANAPOL would

37" ASEANAPOL Conference it was approved and EHQH{W WKURXJK WKLV FROODERUD
endorsed for the Secretariat to establish relations
and collaboration with GCC-POL.




VISIT BY HEAD OF THE EUROPOL OFFICE IN IGCI
TO ASEANAPOL SECRETARIAT

By DSP Saralathan Duraisamy

2Q $S UL O ASEANAPOL Secretariat
UHFHLYHG D YLVLW IURP +HDG
Benoit GODART. He was welcomed by the Executive
Director of ASEANAPOL Secretariat, Police Colonel
Kenechanh Phommachack, Director for Police
Services Superintendent Jim Wee, Director of Plans
& Programmes Assistant Commissioner of Police,
Aidah Othman and Staffs.

The Executive Director of ASEANAPOL Secretariat
in his welcoming note stressed the importance of

Mr. Benoit GODART then expressed his utmost
RratiugeHo the ARESRADR Op Seeretariat's Directors
on receiving his visit and is grateful to the cooperation
rendered thus far, especially in coordinating with
ASEANAPOL Member Countries towards the
success of meetings/events that were co-organised
by Europol. He further shared some successful cases
through cooperation with ASEANAPOL Member
Countries such as the Payment Card Fraud and the
other related transnational crime.

FROODERUDWLRQ DQG FRRSH U D \W@addgionAvk. Beroit GRRARE furthergnippngd that

both party. He further informed that the application by
Europol to be elevated to Dialogue Partner has been
circulated to all the Member Countries to seeking
their approval in consensus of all Chiefs Police of
ASEAN National Police. The Secretariat would table
the matter at the upcoming 9" ASEANAPOL Contact
Persons Meeting (ACPM) in Kuala Lumpur.

beginning of May 2018 there will be a new Executive
Director of Europol from Belgium. He concluded
by reiterating Europol's committment on future
collaboration and essures its continuos support to
ASEANAPOL.




v PARTICIPATION OF ASEANAPOL SECRETARIAT AT
THE BALI PROCESS BORDER MANAGEMENT WORKSHOP

By DSP Saralathan Duraisamy

7KH UHSUHVHQWDWLYH IURP $6($1%$32/
Secretariat DSP Saralathan Duraisamy with

other 16 participants from nine countries, including

some ASEANAPOL Member Countries had attended

the 3% DOL 3URFHVYV %RUGHU 0D
‘RUNVKRS 7UDLQLQJ 2Q &
SHRSOH 6PXJJOLQJ 7TUDIy¢
3HUVRQ $QG 5HODWHG 7U
&ULPH ,Q $L bt SARAZ W Semarang,
Indonesia between 23 - 27 April 2018.

The workshop aims to provide border management

agencies in Bali Process Member States with a

common framework for standardized induction

WUDLQLQJ IRU IURQWOLQH ERUGHU RI¢(¢FLDOV DQG WR HQKDQFHG
knowledge and skills, both at national and regional

levels. Furthermore, it seeks to promote the

development of a common approach to carry out

frontline border control tasks, thus strengthening

border management capabilities and cooperation

among Member States.

The topics covered during the workshop were People

6PXJJOLQJ DQG 7UDI¢FNLQJ LQ 3HUVRQV LQ DQ DLUSRUW
environment. Travellers or passengers assessment

DQG LGHQWL{FDWLRQ RI LPSRVWHUY ZHUH DPRQJ WKH WRSLFV
highlighted. All the participants played an active

role, presented their country reports and discussed

on several case studies. Presentation, discussion,

sharing experiences and practical approach were

amongst the programmes schedule at the said

workshop.

The Secretariat assessed that this workshop is

relevant to ASEANAPOL Member Countries as

+XPDQ 7UDI¢¢FNLQJ 7UDI¢FNLQJ LQ 3HUVRQYVY 7HUURULVP
and Fradulent Travel Documents are amongst

ASEANAPOL core area of focus.




Y

- ————

35™ ASEANAPOL DATABASE SYSTEM TECHNICAL COMMITTEE
(ADSTC) MEETING, HOSTED BY ROYAL BRUNEI POLICE FORCE

By DSP Hoo Chang Hook

The35" $6($1$32/ 'DWDEDVH 6éf\bgsi\bidices and success stories by Member
THFKQLFDO &RPPLWWHH $Cditrigs. e ASEHNAEO] Secretariat's further

was successfully held in Negara Brunei Darussalam
from 8 - 9 May 2018.

The meeting was declared open by the Guest of
Honour, Acting Deputy Commissioner of Police
Pengiran Muhammad Bin Pengiran Haji Metali of
Royal Brunei Police Force. He highlighted that the
rapid pace of globalisation has presented many
challenges, which all countries have to confront both
individually and collectively. He thus emphasized
that securing and having effective communication is
vital in information sharing and cooperation between
member countries to combat crimes both domestically
and internationally. He further added that this is a

reported on the following:

e The feasibility of ASEANAPOL Secretariat taking
over management and ownership of e-ADS 2.0
and future versions in the longer term for better
accountability.

* The proposal to conduct a comparison study
against Europol Information System on the
effectiveness of e-ADS 2.0 in facilitating
information exchange will be deliberated further
at the next ADSTC meeting.

»  ASEANAPOL Secretariat to accept sponsorship

VLIQL{FDQW PHHWLQJ WR GLVF XV Vikthezepiaeementoithe siectranig X$ESONASOL

and strengthen the database system shared by all
ASEAN Member Countries so that they can use this
system to ensure information sharing is transmitted
safely through a secured system.

The Meeting was chaired by Superintendent of Police
Pang Teck Ann of Royal Brunei Police Force and co-
chaired by Superintendent of Police Ken Gong Wai
Liat from Singapore Police Force. It proceeded with
the brief introduction on the update on the usage
of e-ADS 2.0, STEE-ISS’s updated on proposed
enhancements under Phase 2 of e-ADS 2.0, sharing

Database System (e-ADS).

The Meeting was fruitful and good feedback were
received from Member Countries. ASEANAPOL
Secretariat indicated that they would complete the
feasibility study of ASEANAPOL Secretariat taking
over the management and ownership of e-ADS 2.0.

The Meeting ended with acknowledgment to Royal
Brunei Police Force for the excellent arrangements
and warm hospitality in organising the 35" ADSTC
Meeting.




Y

ASEANAPOL PARTICIPATES AT THE 5™ STRATEGIC MEETING
ON PAYMENT CARD FRAUD

- ————

By DSP Hoo Chang Hook

The 5™ Strategic
Meeting on

3D\PHQW &DUG

)UD X Gas held

in  Hanoi, Vietnam
on the 29 - 30 May

2018. It was aimed
at consolidating
and  strengthening
cooperation  under

the EURASEAN
Investigative Network

on Payment Card
Fraud to provide
an adequate and

effective answer to this criminal phenomenon, which
includs comprising payment card data, skimming,
ATM cashing out, e-commerce and airline frauds.

This network, led by Europol, is supported by both

,Q WKH ¢(JKW D
fraudulent payments
and cybercrime,
law enforcement

agencies are not the
only ones involved.
A fundamental role
is also played by
the private sector.

Stopping cyber
IUDXG LQ WKH ¢ (
sector requires
dealing directly
with  the  private
sector. European

Association for Secure Transactions (EAST) has
been closely working with Europol since 2004 and
has had working relationships with ASEANAPOL and
INTERPOL since 2015.

ASEANAPOL and INTERPOL, law enforcement The trusted relationships established between
RI¢FHUV IURP (8 OHPEHU 6WDW HVOMIQASEANAROL@ind INTERPOL are a crucial
countries (Brunei, Cambodia, Indonesia, Laos, factor in strengthening security and, ultimately,

Malaysia, Myanmar, Philippines, Singapore, Thailand Protecting EU citizens and also citizen of ASEAN.

and Vietnam)  with
the assistance of the
European Association
for Secure Transactions
(EAST) representing
the private sector.

The EURASEAN
network,  established
last year, has been

LQFUHDVLQJO\
and boosted several
investigations that led

HI¢FLHQW

to arrests between Bulgaria and Vietnam, France and
Thailand and Romania and Indonesia. International
cooperation, based on the exchange of information,
technical support and strategies, whereby organised
criminal groups active in Asia and Europe were
disrupted, fugitives detected, false ID documents
seized and criminal assets recovered.

Present in the meeting
were the Team Leader
Payment Card Fraud
at the European
Cybercrime Centre
Mr. Marcin Skowronek
and INTERPOL was
represented by Mr.
Alexander Resch,
Criminal Intelligence
21¢ FHU LQ )LQD
Crimes Unit, Mr. Daniel
Filip, Head of Cybercrime Unit Romanian National
Police, Mr. Benoit Godart, the Head of EUROPOL
RI¢FH WR WKH ,17(532/ *OREDO &RPS
LQ 6LQIJDSRUH 7KH PHHWLQJ ZDV ¢ C
(European multidisciplinary platform against criminal
threats) and led by Romania. Bulgarian authorities
led the action on cooperation with Asian countries.




9™ ASEANAPOL CONTACT |
ORGANISED BY ASEA

\ 4

Contributed by ASEANAPOL Secretariat

The 9" ASEANAPOL Contact Persons
OHHWLQJ %8 3udcessfully held at the

$6($1%$32/ 6HFUHWDULDWSYV 21¢FH LQ .XDOD /XPSXU

from 2 - 6 July 2018. This annual meeting hosted
by the ASEANAPOL Secretariat (AS) serves as a
platform for ASEANAPOL Contact Persons to present
updates on the progress of all resolutions adopted
at the previous ASEANAPOL Conferences and to
further discuss related matters and outstanding
issues, which are pertinent to the future development
of ASEANAPOL

It was attended by all designated Contact Persons of
ASEANAPOL Member Countries, Dialogue Partners
and Observers.

The Meeting commenced
with the welcome address
by the Chairman who
had expressed his
appreciation, gratitude
and warm  welcome
to all Delegates for
their presence and full
support to ASEANAPOL
Secretariat. He  then
encouraged all delegates
to actively contribute to
WKH GLVFXVVLRQV
perspective in order to recognise the commitment in
innovation and strengthen the ties of police to police
(P2P) cooperation. Finally, the Chairman expressed
that with the strong support and cooperation from all,
the 9" ACPM will be a successful, meaningful and
fruitful meeting.

SUHVHQW FRQVWUXFWLYH DQG AH[LEOH

The Meeting then proceeded with the presentation

by Guest Speakers from the French Regional

Police Attaché, Regional Anti-Terrorist Structure —

Shanghai Cooperation (RATS-SCO) and INTERPOL

Senior Fingerprint Specialist, who delivered their
presentations on their respective
Organizations and future plans
with ASEANAPOL.

The Director for Police Services
(DPS) and Director for Plans
& Programmes (DPP) then
respectively deliver their
presentation, followed by the
discussion on  ASEANAPOL

outstanding issues which require
the consensus of all ASEAN Chiefs




PERSONS MEETING (ACPM)
\NAPOL SECRETARIAT

of Police. The ASEANAPOL Member Countries
(AMCs) then presented on their respective results
on the implementation of the provisions of the Joint
Communiqué.

The Meeting also saw the ASEANAPOL Secretariat

looking forward for new dynamic development

towards ASEANAPOL relations with Dialogue

Partners, Observers and approved relations with

like-minded entities, and putting forward to play an

active role to serving the shared objective of the

ASEANAPOL partnership.
The 9" ACPM was proven to be a success as it
UHVXOWHG LQ ¢QDOL]LQJ $6($1$32
10 of which had obtained approval in consensus of all
ASEAN Chiefs of Police and eventually will be tabled
for endorsement at the upcoming 38" ASEANAPOL
Conference.

Kudos to all designated Contact Persons of
$6($1%$32/ OHPEHU &RXQWULHV

While delegates were seriously on their meeting,

social programmes were also arranged where they

were taken for a tour visit to the Islamic Arts Museum

Malaysia and Royal Malaysia Police Museum in

. XDOD /XPSXU $Q RI¢FLDO GLQQHU ZDV KRVWHG E\ WKH
Secretariat at the Federal Hotel Kuala Lumpur and

together joining them were the Guest of Honour,

WKH . XDOD /XPSXU &RQWLQJHQW &KLHI 3ROLFH 21¢FHU
Commissioner of Police, Datuk Seri Mazlan Bin

Lazim and other honourable guests.

The meeting ended with a closing ceremony by the
Executive Director of ASEANAPOL Secretariat. In his
closing note he expressed his heartfelt thanks to the
delegates for their active involvement which resulted
in a fruitful outcome from the meeting.
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COLLABORATIVE EFFORTS ON SHARING OF INFO
AND REGIONAL ANTI-TERRORIST STRUCTURE

By Supt. Raiz Mukhliz Azman Aziz

2Q -X O\ , ASEANAPOL Secretariat
received a courtesy visit from the delegates of the
Regional Anti-Terrorist Structure of the Shanghai
Cooperation  Organisation (RATS-SCO). The
delegation, headed by its Deputy Director, Mr. Qing
Zhou explained on the history of the Shanghai
Cooperation, its structure and Member Countries, its
aims and future directions ofthe organisation. Mr. Zhou
also explained that whilst the Shanghai Cooperation

PDLQ RI¢FH LV ORFDWHG LQ %HL

HQWLWLHYV ZLWK UHJDUGV WR ¢JKW
regions. The draft MoU were only sent for Member
Countries perusal after the conclusion of the 36"
ASEANAPOL Conference in Singapore.

On 24 March 2018, a delegation from ASEANAPOL
Secretariat, represented by its Executive Director,
Pol. Colonel Kenechanch Phommachack and the
Head of Administration and Technical Staff, Pol.

$QWL 7THUURULVW 6WUXFWXUH ngggqgf; uﬁéﬁmgﬁﬁﬁnﬁjggi&:\go B¢

which focuses primarily on terrorism are located in
Tashkent, Uzbekistan. During the 1 hour meeting, Mr.
Zhou and his delegates were given presentation on

ASEANAPOL Secretariat's Roles and Function and
its role in combating Counter Terrorism and other
transnational crimes in the ASEAN Region. He was
also briefed that ASEANAPOL is a platform where
all Member States share information and develop
capacity building amongst its members.

After the meeting at ASEANAPOL Secretariat and
before the courtesy call were concluded, Mr. Zhou
presented a draft Memorandum of Understanding
between RATS-SCO and ASEANAPOL Secretariat,
primarily focusing on collaboration between both

ghai Cooperation in Tashkent. They were
welcomed by the Director of RATS-SCO, Mr. Yevgeniy
6HUJH\HYLFK 6\VR\HY DQG RI¢FHUV

UHJLRQDO RI¢FH '"XULQJ WKH PHH
briefed the delegations on the history of RATS SCO,
its Members which includes China, Kazakhstan,
Krygzstan, Russia, Tajikistan, Uzbekistan, India and
Pakistan. The setup of RATS is somehow similar
to ASEANAPOL where Member Countries need
consensus before applying new issues brought
forward. The meeting also discussed the practical
dimension on cooperation between both entities,
especially on the issue of terrorism where it is noted
that currently around 4000 nationals of Member
Countries of SCO involved directly or indirectly with




RMATION BETWEEN ASEANAPOL SECTRETARIAT
OF THE SHANGHAI COOPERATION (RATS-SCO)

The 2 hour meeting in Tashkent, Uzbekistan
is a follow-up of the courtesy call made to the
$6($1%$32/ 6HFUHWDULDWYTV RI¢FH LC
during the meeting, the then Executive Director of
ASEANAPOL Secretariat, Pol. Inspector General
Yohanes Agus Mulyono were handed the draft MoU
between RATS SCO and ASEANAPOL Secretariat.
The draft MoU is mainly a start-up document to start
working on collaboration between all established
entities within Central Asia such as RATS-SCO. As
part of the document mentioned, among others, the
need of sharing of information between both entities,
Member Countries of ASEANAPOL requires further
inputs on type of information that will be shared

IUHHGRP ¢(JKWHUV LQ ZDU WRUQ FRXQWULHV VXFK DV 6\ULD

and Irag with heavy link with militants group such as
ISIS and Al-Qaeda. These nationals (if they survive)
will typically travel back to their countries via land
route through Central Asia and South East Asia.
The objective of RATS is to identify these suspected
militants and apprehend and deradicalize them
before they start recruiting more individuals back in
their home country. As such, good cooperation and
understandings with ASEANAPOL is very important
for RATS-SCO to share information with such entities
in order to better share valuable information on the
movements of such individuals. It is also noted during
the meeting that these individuals would also pose a
threat to Nations used by these suspects en-route to
their homeland.

between these entities. As any MoU are not signed
between ASEANAPOL and any other entities, it is
suggested, if permissible, that the MoU are signed
between ASEANAPOL Secretariat and RATS-SCO
with minor amendments to the document. It is also

HQYLVDJHG WKDW WKLV W\SH RI FR

ERWK UHJLRQDO HQWLWLHYV DV WKH
are discussed globally. ASEANAPOL Secretariat
recommends establishing a formal relation with
RATS-SCO with approval by Member Countries
before any further considerations and proposals are
brought forward to the attention of the Police Chiefs.




v ASEANAPOL SECRETARIAT IN ACTION '










